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ABSTRACT

The main objective of the research is to investigate the correlation and influence between
cyber security management and the technology acceptance model in the Iraqi Ministry of
Interior. The data was collected from (150) respondents represented by an intentional sample
of the Directorate of Systems and Informatics and the Information Technology Department in
the General Directorate of Human Resources Management and for data analysis, statistical
programs (AMOS, SPSS) were employed. By adopting appropriate statistical methods, the
results of the research showed that the Ministry of Interior, whenever it tries to pay attention
to cyber security management, the more it is reflected in the level of technology acceptance.
In other words, cyber security management has a fundamental and influential role in the

extent of acceptance of the technology that will be adopted within the ministry.

Keywords: cyber security management, technology acceptance model
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INTRODUCTION

Despite advances in technology and

countermeasures and situational
awareness, electronic violations continue
to increase in number, complexity, and risk
(Ablon, 2014: 11). Therefore, the interest
in cyber security increases with the
increase in technological progress and the
increase in the interest in cyber issues. As
environmental  changes

occur  very

frequently, making it difficult, if not
impossible,
(Tisdale, 2016: 229). Cyber security has

generally been associated with

to maintain this security

three

aspects of IT “people, process, and
technology” (Goodyear et. al., 2010:7). As
organizations and individuals rely on the
built-in security features of IT products
and services, even with sophisticated
intrusion detection systems, Organizations
remain at risk because workers make
mistakes because of the disguised nature of
social engineering incidents (such as
phishing attacks) A worker, even with
good intentions, may operate in an unsafe
manner or under pressure and pose a threat
(Carlton, 2016: 1). The senior management
must be aware that comprehensive cyber
security is a difficult goal to achieve
because cyber security, as is the case with
security in general, is a continuum of
administrative procedures and processes
and not an end state (Gleason & Clinton,

2017: 24).
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(Chen et al, 2017: 94) adds that the

technology acceptance model predicted

that behavioral beliefs about usefulness
and ease of use are the main determinants
of individuals' attitudes towards using a
particular technology or system. That in
turn affects their intent to use or engage in
the actual behaviors provided by the
Cyber

expresses security measures that are

technology. security  simply

applied to information technology to
provide the required level of protection
(Goodyear et. al., 2010:7).

LITERATURE REVIEW
Cyber Security Management

Cyber security consists of two keywords:
Internet and security. Talking about the
Internet means talking about information,
communications (telecommunications,
networks), gateways (computers, devices,
and users), rooms, or spaces, and it is
about the involvement, use, or association
of computers, networks, and the Internet.
At the same time, security is usually
associated with the protection of assets. As
security are the protection of assets and the
protection of computers, networks,
programs, and data from unintended or
unauthorized

access, alteration, or

destruction, and the protection of

information and systems from major cyber
(Rizal & Yani, 2016:66).

Integrating a cyber security management

threats
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model in an organization is also a very

difficult process as it requires a great deal
of understanding, and the biggest problem
an  organization faces is linking
technologies and management together
because technical and management
specialists often speak different languages.
Organizations must begin to understand
cyber security not as a technical discipline
but as a challenge facing organizations
(Limba et. al., 2017: 569). And based on
that it should not be cyber security is
linked to information technology alone
should not be considered as the field of
information technology only (Chmielecki
et. al., 2014: 863). Perhaps it is time to
take a step towards integrating technology
and management to go hand in hand to
ensure effective cyber security. Cyber
security requires an organized
management approach consisting of a set
of  organizational, procedural, and
technological elements (Everdij et. al.,
2016:34). This requires a cyber security
management system that is the overarching
structure that brings together all the
processes related to cyber

(Schmittner et. al., 2020: 1635).

security

Cyber security management can be defined
as “the administration that is concerned
with  taking the

necessary  security

measures  to  protect individuals,
organizations and society from cyber

threats, defining policies and permits for
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safe access to information, and

implementing training programs to educate
and sensitize its employees and
stakeholders on cyber risks, with the
participation of all employees in the

department at their different levels.” As for

the dimensions of cyber security
management, they are as follows:
Security  Policy: It requires the

development of a policy to reflect internal
and external contexts that serve as a
beginning for the management of cyber
security. Policymaking requires
management attention and support for
cyber security. The policy must be
formulated first, and then employees’
awareness of the importance of adhering to
the policy (Jung, 2018: 41). That is, it is to
provide a practical guide to the specific
areas of cyber security regulation that
policymakers focus on and that align with
the country's comprehensive national or
international cyber security strategy (Kaja

et al: 5).

Senior Management Responsibility and

Support: The commitment of senior

management  usually translates into

providing moral and financial support for
the implementation of information
security, as organizations with stronger
support from top management are more
efforts than

involved in preventive

organizations with weaker support from
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top management (Masrek et. al., 2019:

984). It is "the extent of the conviction and
belief of the senior management in the
of the

benefits of cyber security management, as

organization importance and
it gives an obligation to all employees to
implement it and provide the appropriate

material and financial support for that".

Employee Training and Awareness
Program: Cyber security management
education—which provides a combination
of cyber security technology fundamentals
and core management skill sets, and is
made  available  through various
modalities—is of vital importance to the
organization (Trilling, 2018: 78). Training
is primarily defined as “the process of
providing people with the tools,
knowledge, and opportunities they need to
develop and increase their effectiveness”
(Burrell, 2018: 110). While awareness is
not training, the purpose of awareness
shows is simply to focus attention on
security, awareness shows are meant to
allow individuals to recognize cyber
security concerns and respond accordingly

(Bada & Sasse, 2014: 10).

Risk Management Tools: is a platform
for effective decision-making and results
from communication within organizations,
proactively identifying potential
managerial and technical problems so that

appropriate actions can be taken to reduce
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or eliminate the possibility and/or impact
of these problems (Kure et. al., 2018:2).

Cyber Insurance: It can be defined as a
way to hedge against potential risks
through the dependence of organizations
that rely on the Internet and electronic
networks in their work on other
organizations specialized in the field of
cyber insurance through a fee paid by the
insured organization to the insurance
company to bear losses from this aspect

instead.
Technology Acceptance Model

The theory of logical action provided the
theoretical framework used by (Davis,
1989) to study the behavior of technology
adoption, and through which his model
was developed in line with the
recommendations of this theory (Fayad &
Paper, 2015:1002). TAM addresses the
issue of how users accept and use
technology (Teo et al, 2009:1001). In this
(1989)

technology acceptance model by focusing

context, Davis proposed a
on why users accept or reject information

technology and how to improve
acceptance. He surveyed a group of 112
users in Canada to validate his model. The
model is designed to understand the causal
relationship between the external variables
of the user's acceptance of the computer,
and any attempt to understand the behavior

of this user through knowledge of utility

INTERNATIONAL JOURNAL OF RESEARCH IN SOCIAL SCIENCES AND HUMANITIES




and ease of use. As this model is based on

a set of elements represented in the
perceived benefit and ease of use that is
affected by external variables, It is also
reflected on attitudes and attitudes and thus
on the behavioral intention to use and
accept technology (Silva & Dias, 2007:
78). Confirms both (Dishaw & Strong,
1999: 10) that in the light of this model
perceived interest through ease of use
Perceived affected, and that behavior is
determined by the intention of behavioral
and behavior and intent behavior are
closely linked and are determined by the
attitude toward behavior. Thus, the model
is achieved in the factors of user behavior
towards the use of information technology
or when adopting new technology by
studying the perceived ease of use and the
perceived benefits that affect the
effectiveness of users' use of technology
systems (Chin & Lin, 2015:33). The
technology acceptance model also refers to
a series of mental and behavioral states
that a person experiences that lead to the
adoption or rejection of an innovation and
acceptance of technology (Sepasgozaar et.
al., 2017: 1238). As for the dimensions of
the technology acceptance model, we

summarize them as follows:

Perceived Benefit: Benefit is perceived as
"the degree to which the individual

believes that the use of a particular system
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would  enhance  job

(Beglaryan et al, 2017: 8).

performance”

Ease of Use: It is the degree to which
users realize that technology is easy to use,
and the more users believe that technology
is easy to use, the more positive their
attitudes towards technology adoption,
which can enhance the effectiveness and
efficiency of information

systems (Cheng et al, 2015:4).

technology

Behavioral Intentions: The user or

individual intends to enter into an
interactive exchange relationship to accept

the technology (AlGahtani, 2011:56).

2-3 the relationship of cyber security
management and technology acceptance
model  Information  technology s
becoming increasingly important to the
competitive position of the organization;
managers are becoming more sensitive to
IT risk management. With major cyber-
attacks occurring with great frequency, and
mounting evidence that all organizations
are under constant threat from cyber
attacks, ensuring the adequacy of cyber
security measures for the organization has
become a key area of the Governing
Council. To address this problem, by
appointing personnel with great security
experience one of the best protection
in an

mechanisms increasingly

both from the

risky
business environment,

perspective of sound corporate governance
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and in terms of sensitive IT governance
(Islam & Stafford, 2017: 1). As the
organizations were also focusing on
technological factors to play the primary
role in finding effective solutions to secure
information and prevent security breaches
(Zaini et. al., 2020: 668). Because "the
speed with which cyber-attacks change is
much higher than the ability to find
appropriate solutions for Events™ (Trilling,
2018: 81). As insurance is a means of
accepting a hedge against potential risks
(Jung, 2018: 45). An insurance policy
cannot reduce risk but it can serve as a
valuable risk transfer mechanism that
protects the balance sheet from serious
financial losses. Most insurance companies
also provide additional services such as
access to a forensic IT specialist who can
assist before and after information loss and
advice on and

appropriate  policies

procedures to ensure the best security of
information (Bara et. al., 2015: 6).

RESEARCH METHODOLOGY

The review of the cyber security
management literature and the technology
acceptance model resulted in the

crystallization of a hypothetical scheme for
research as in Figure (1), which was
prepared in light of the research problem
and its objectives, and the main hypotheses

were formulated as follows:

The first main hypothesis (H1): There is a
significant correlation between cyber
security management with the technology

acceptance model.

The second main hypothesis (H2): There is
a significant effect of cyber security
with  the

management technology

acceptance model.

/ Cyber Security \

Krechnology Acceptanch

Risk Management Tools

(. J
( )

Cyber Insurance
L )

Management Model
r ) e N
Security Policy Perceived benefit

. y, H 1
( \ P — -

Senior Management - 1L Y,
L Responsibility and Support: e ™
- < H2 Ease of use

Employee Training and | fe= w= - - - — | 4

A Pi

L wareness Program ) S )
( ) e N

Behavioral intentions

\Z

Figure (1) the proposed research model
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Cyber Security Management Scale: The
independent variable is Cyber Security
Management, which consists of (34)
paragraphs distributed into (5) dimensions
(security  policy, responsibility, and
support of senior management, employee
training and awareness program, risk
management tools, cyber insurance) based

on (Jung, 2018).

Technology Acceptance Model Scale: The
responsive variable, technology acceptance
model, included (12) items, divided into
(3) dimensions (perceived benefit, ease of
use, and behavioral intentions). Relying on
(Al-Sabawi & Muhammad, 2018) and
(Venkatesh & Davis, 1996).

Research sample: The total number of the
research community reached (169). As
(169) questionnaires were distributed
directly by the researcher to the sample.
(11) Were not answered, and (8) were not

returned. The final sample was 150.
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DISCUSS PRACTICAL

RESULTS

THE

Reliability Test

It means to what degree the scale gives
close readings when it is applied each
time. A volatile tool that gives varying
results when applied more than once is a
cause for concern and lack of confidence
in its results, and thus is a waste of effort,
money, and time. The value of Cronbach's
alpha ranges between zero (an unstable
instrument), and equal to one (a fully
stable instrument), as the value of
Cronbach's alpha ranges between zero and
one, and the scale is considered to have
low stability. And it has high stability if
the value of Cronbach’s alpha coefficient
is (0.70) or higher. But if the stability is
low, then this means that there is at least
one of the paragraphs or expressions of the
scale not fixed and the internal consistency
is considered weak. The stability test of the
measuring instrument (resolution) can be

clarified as is shown in Table (1).
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The scale Dimensions coefficient (Cronbach's alpha)
Security Policy 0.799
Senior Management Responsibility and 0.752

Support

Employee Training and Awareness Program 0.849
Risk Management Tools 0.911
Cyber Insurance 0.880
Cyber Security Management 0.957
Perceived benefit 0.900
Ease of use 0.794
Behavioral intentions 0.743
Technology Acceptance Model 0866
The Total Questionnaire 0.908

Table (1) results of consistency between (components of the scale)

Discusses the Results management and  the  technology

] ) acceptance model), which indicates the
To test the hypothesis (H1): which states ) )
] N . - existence of a correlation between the
(there is a statistically significant )
] ) \ cyber security management and the
correlation between the dimensions of )
] technology acceptance model. That is, the
cyber security management and the o
more the ministry seeks to apply cyber
technology  acceptance  model), the ) ]
] o security correctly and effectively, the more
correlation coefficient between the cyber )
) this helps to ease the use of technology and
security management and the technology ) _
) increase the support and confidence of the
acceptance model was achieved (0.623**) ) _
o ) senior management in the technology
at the significance level (0.000) It is less
o ] acceptance model, as a result of the great
than the significance level (0.05). This ) )
o ] advantages that the higher leaders will feel
means rejecting the null hypothesis and
. ) _ _ and thus work to accept the technology
accepting the alternative hypothesis which o o ) )
model within the ministry in question. As

states (there is a statistically significant )
shown in Table (2):

correlation between the cyber security
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) Correlation Technology Acceptance Model Dimensions
Cyber Security
M ) value and
anagemen iqnifi Behavioral
Dimensions significance Perceived benefit Ease of use ) ]
level intentions
R 0.324™ 0.428™ 0.578™
Security Policy
Sig. 0.000 0.000 0.000
Senior Management R 0.436™ 0.452™ 0.626™
Responsibility and
Support Sig. 0.000 0.000 0.000
Employee Training and R Bl 0.410 0.582
AwZIElEESs Program Sig. 0.022 0.000 0.000
Risk Management R 0.200 0.420 0.551
Tools Sig. 0.014 0.000 0.000
R 0.335™ 0.491™ 0.580™
Cyber Insurance
Sig. 0.000 0.000 0.000
Cyber Security R 0.329 0.498 0.658
MmNt Sig. 0.000 0.000 0.000
Number of hypotheses 6 6 6
accepted percentage 100% 100% 100%

** Correlation at a significance level of 0.01

* Correlation at a significance level of 0.05

Sample size = 150

Table (2) Correlation values between cyber security management and the technology

acceptance model dimensions
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To test the hypothesis (H2): which states
(there is a statistically significant effect
between the cyber security management in
the technology acceptance model), the
value of (F) calculated among the cyber
security management in the technology
acceptance model was (93,744). It is
greater than the tabular value (F) of (3.89)
at the level of significance (0.05), and
accordingly, we will reject the null
hypothesis and accept the alternative
hypothesis, which states (there is a
statistically significant effect between the
cyber security management in the
technology acceptance model) at the level
of significance (5%). ) i.e. with a
(95%), That is, the
management of cyber security has an

the

confidence level

effective and clear impact on

technology acceptance model, which
indicates that the more the ministry can
implement and manage cyber security
successfully and effectively, this will work
on that the ministry will have the

technology acceptance model.

502

As shown in Table (3) Through the value
of the
determination (R?) of (0.384), it is clear
that the Cyber
explains 38% of the variables that occur in

corrected coefficient  of

Security management

the technology acceptance model, while
the remaining percentage (62%) is due to
other variables that are not included in the
research model The value of (t) calculated
for the marginal slope coefficient was
(9.682). It is greater than the tabular value
(t) of (1.660) at the level of significance
(0.05), and this indicates the significance
of the marginal slope coefficient of the
cyber security management variable. One
unit of cyber security will increase the
technology acceptance model by (55%),
and the value of the constant (o) was
recorded in the equation (1.924), meaning
when the cyber security management is
equal to zero, the technology acceptance
model will not be less than this value.
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Adjust
Dependent Dimensions of the variable cyber ed ) o
] ) (R? (P (t) Sig. | decision
Variable security management
R¥(
. . @ 1990 significan
Security Policy 3120 3070 66.972 | 8.184 | 0.000
ce
B) .5260
Senior Management (o) 1.923 o
w 100.38 | 10.01 significan
Responsibility and 4040 | .4000 . 9 0.000
ce
Support ® 5410
Employee Training (o) 2.608 o
significan
and Awareness .2440 2390 | 47.817 | 6.915 | 0.000
Technology Program ® | 3720 *
Acceptance
Model Risk Management @ 2.741 significan
2400 | .2350 | 46.851 | 6.845 | 0.000
Tools ®) 3410 ce
(@) | 2380 significan
Cyber Insurance .3480 .3430 78.924 | 8.884 | 0.000
B | 4310 ce
(o) 1.924
cyber security significan
.3880 | .3840 | 93.744 | 9.682 | 0.000
management ) 5530 ce
Tabular value (F) = 3.89
Tabular value (t) = 1.660
Sample size = 150

Table (3) Analysis of cyber security management dimensions in the technology acceptance
model
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CONCLUSIONS

The results of the research showed that the
more the Ministry of Interior tries to pay
attention to cyber security management,
the more it is reflected in the level of
technology acceptance. This means that
the cyber security department has a
fundamental and influential role in the
extent of acceptance of the technology that
will be adopted within the ministry.
Especially since most employees have

good knowledge of what is a security

504

management system. The results also
showed that the application of the
technology model will reflect positively on
achieving ease of work and use by
employees, as well as the upper and
middle management within the ministry
and that the behavioral intention of the
employer is an intention to accept and not
reject technology, and therefore the
presence of these factors will help in
achieving of technology acceptance model

Within the researched ministry.
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